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Abstract-- Wireless Sensor Network (WSN) technology is 

being increasingly used for data collection in Critical 
Infrastructures (CIs). The paper presents an Intrusion Detection 
System (IDS), which is able to protect a CI from attacks directed 
to its WSN-based parts. By providing accurate and timely 
detection of malicious activities, the proposed IDS solution 
ultimately results in a dramatic improvement in terms of 
protection, since opportunities are given for performing proper 
remediation/reconfiguration actions, which counter the attack 
and/or allow the system to tolerate it. We present the basic ideas, 
discuss the main implementation issues, and perform a 
preliminary experimental campaign. Not only have experiments 
demonstrated the effectiveness of the proposed approach in 
protecting the system against two very serious attacks to WSNs 
(namely: sinkhole, and bogus packet), but they have also proved 
that the stringent requirements (in terms of limited availability of 
resources) which are typical of current state-of-the-art WSN 
technologies, are met. 
 

Index Terms—Intrusion Detection, Wireless Sensor Networks, 
Critical Infrastructures, Critical Information Infrastructures. 

I.  INTRODUCTION 
RADITIONAL Critical Infrastructures (CIs) were 

intrinsically secure systems, due to a combination of 
factors, some of which are briefly described in the following: 

• they consisted (almost exclusively) of special 
purpose devices, which were based on proprietary 
technologies; 

• individual sub-systems operated almost in isolation, 
i.e. they did not interact with the external world, 
with the exception of the system being controlled; 

• they were largely based on dedicated (as opposed to 
shared) communication links; 
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• they massively relied on proprietary (as opposed to 
open) communication protocols. 

These trends have been largely subverted, and it will be 
even more so in the future. First, Wireless Sensor Networks 
(WSNs) have become an integral part of virtually any CI [9]. 
Second, Commercial-Off-The-Shelf (COTS) components are 
being massively used for implementing Supervisory Control 
And Data Acquisition (SCADA) systems [6]. Third, 
subsystems are being connected using the infrastructure of the 
corporate Local Area Network (LAN), or even Wide Area 
Network (WAN) links, possibly including the public Internet, 
as well as wireless/ satellite trunks. 

The typical architecture of current CIs has a hierarchical 
structure, which integrates heterogeneous devices and network 
trunks, also via shared network connections. To achieve 
interoperability, open communication protocols are being 
increasingly used, thus exposing SCADA systems to the same 
vulnerabilities which threaten general purpose Information 
Technology (IT) systems. 

Evidence is showing that current CIs are already exposed to 
major security risks. As an example, in [5] it is reported that 
Cyberspies have penetrated the U.S. electrical grid and 
installed malicious software programs that could be used to 
disrupt the system. More in general, if one gets an opportunity 
to talk privately to the personnel in charge of IT security at 
electric utility companies or at the Department of Homeland 
Security, they say that they are extremely worried about 
security exposure of their SCADA systems.  

It is worth emphasizing that we are witnessing a dramatic 
increase of external borne security incidents, while internal are 
basically stable, and accidental have increased only slightly 
(most probably, such a slight increase is mainly due to the 
increased complexity of the equipment, which results in more 
operator mistakes and interactions faults in general) [15].  

In particular, the shared communication infrastructure has 
become an obvious target for disrupting a SCADA network. 
For example, an attacker may exploit a vulnerability of the 
wireless trunk of a SCADA communication infrastructure to 
prevent real-time delivery of SCADA messages, which would 
result in the loss of monitoring information or even of the 
ability to control entire portions of the SCADA system. 
Nevertheless, it is foreseen that WSNs will be an integral part 
of a wide variety of CIs, for a number of reasons [9], which 
can be grouped in two main categories: 
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Technical:  
• WSN technology has the potential of significantly 

improving the sensing capabilities of SCADA sub-
systems, since it provides a wide variety of low-
cost sensors, which can be easily and flexibly 
deployed [10][17].  

• The use of WSNs may result in increased 
resilience of the overall SCADA architecture, due 
to the capability of sensors to build a mesh-based 
routing topology [18][23]. 

Political:  
• Governments around the world have recognized 

the importance of Wireless Sensor Networks as a 
key technology for the protection of CIs, including 
Critical Information Infrastructures (CIIs), and 
have issued formal directives - as well as funded 
specific programs - for favoring the development 
of WSN technology in the context of CI 
protection. The U.S. Department for Homeland 
Security 2004 National Plan for Research and 
Development in Support for CIP [11] and the 
Cooperative Research Center for Security (CRC-
SAFE) launched by the Australian government 
[14], are two remarkable examples in a long list of 
initiatives aiming at dependable deployment of 
WSN technology in CIs. 

In this context, the availability of efficient Intrusion 
Detection System (IDS) technology, specifically tailored to 
protecting the WSN-based areas of a CI, is of utmost 
importance.  

Regrettably, all currently available solutions have serious 
drawbacks, in terms of performance and/or applicability, as 
discussed in detail in section 0 

The IDS solution that we propose in this paper is the result 
of a thorough analysis of the specific security issues, as well 
as of the architectural characteristics and constraints of WSNs, 
when embedded in a CI. The IDS is organized as a distributed 
application, consisting of several probes, which are deployed 
over the wireless clouds (as well as over the wired trunks) of a 
CI. 

We explicitly emphasize some key advantages of our 
solution over existing ones, and in particular: 

• It exploits specific characteristics of the most 
commonly used protocols for WSNs in SCADA 
systems (as opposed to many existing solutions, 
which are a mere porting of traditional IDS 
solutions for a wired setting).  

• It looks at sensors as a main source and/or target 
of attacks (while in many existing products, this is 
not the case). We claim that security issues of the 
sensor level are key, since this level is typically 
the least protected one (for a number of reasons, 
and particularly the impossibility of using strong 
cryptographic techniques, due to the limited 
computing power available at the nodes, and the 
prohibitive costs in terms of battery consumption 
of cryptographic procedures). 

• It provides the possibility of correlating 
information on attacks to the WSN clouds to 
information on malicious activities in the wired 
trunks of the SCADA system, which results in 
deeper understanding of the actual health of the 
system.  

To validate the proposed solution, an experimental 
campaign has been conducted, on top of a heterogeneous 
testbed, integrating COTS WSN products [7] and proprietary 
SCADA devices by a major vendor [12]. The experimental 
campaign focused on two emerging classes of attacks to 
WSNs, namely Sinkhole and Sleep Deprivation attacks[3]. 

The rest of the paper is organized as follows. Section II.  
provides an overview of the main vulnerabilities of WSNs 
routing protocols. Section 0 describes the architecture and 
operation of the proposed IDS solution, and includes a 
comparison to existing approaches. SectionIV.  deals with 
implementation details, and Section V.   presents the testbed 
setup and discusses experimental results, which confirm the 
effectiveness of the proposed approach. Finally, Section VI.  
concludes the paper with some final remarks. 

II.  EXPLOITATION OF WSN ROUTING VULNERABILITIES 
There is a wide variety of routing protocols for WSNs [4]. 

The most popular ones are Ad-hoc On-demand Distance 
Vector (AODV) [32] and MultiHop [4].  

AODV is a reactive routing algorithm. It is the routing 
scheme adopted by ZigBee [33][34]. When a WSN node using 
AODV protocol receives a packet addressed to an unknown 
destination, it starts to send “route discovery” packets (Route 
Request message - RREQ). A “route discovery” message is 
propagated throughout the network until a node finds an entry 
in its routing table matching the address, and responds to the 
request with a Route Reply message (RREP). Each message 
brings the receiving device to set a path in its routing table, if 
the sender of that message is an in-sight node. When the 
message reaches its destination, a backward path has been set 
along the intermediate nodes.  

Multihop and its enhancements (e.g., CTP [22], MintRoute 
[31], and MultiHopLQI [8]), use a shortest path first 
algorithm, which gives priority to the route to the base station 
having the lowest cost. The cost function can be based on 
either the hop count to the base station or on the estimate of 
the link bandwidth. These values are used to select the parent 
node, that is the neighbor node with the best path metric. 
Multihop nodes periodically send route update messages with 
routing information to their neighbors. These messages 
contain the measured Expected Transmission cost (ETX) to 
the base station and a measure of the link quality for every 
neighbor node. Since this protocol family implements no 
security features, malicious route updates can be used to 
perform an attack against a network. 

A.  Sinkhole attack 
A sinkhole attack exploits the vulnerabilities of malicious 

node which has been previously compromised by an intruder.  
Starting from the assumption that an attacker gained access to 
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Fig.  1: Sleep deprivation
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B.  Implementation of the IDS Local Agent 
The IDS Local Agent (LA) collects control data by using 

either specific CTP utility interfaces (CtpInfo, CtpPacket) or 
ad-hoc counters added in the send and forward event handlers 
and in the link estimator sub-system. 

Nodes can automatically transmit status information to the 
base station. Examples of such information include the radio 
traffic, parent node and neighbors, number of generated data 
messages, number of generated routing messages, number of 
forwarded messages, number of dropped messages, number of 
retransmitted messages, etc. Instead of measuring the exact 
values of such parameters, the LA estimates their average 
values. Average values are computed in the form of 
Exponential Moving Averages (EMAs) with the following 
formula:  

 
EMAt(i) = EMAt(i-1)+α (Mt(i) – EMAt(i-1)) 
 
α=2/ (N+1) 
 
where EMAt(i) is the value of the average at time i, Mt(i) is 

the new value of the considered parameter, and N is the length 
of the sliding window considered for the evaluation of the 
average.  

The motivation for using EMAs instead of moving 
averages is twofold: i) in order to evaluate the EMA at time i 
the node must only store the value of the EMA at time i-1 (this 
allows for reducing the memory space used in the node); ii) 
EMA is more reactive to changes of the measured parameter 
than the moving averages, thus resulting in a lower detection 
latency. 

A node generates an alert for one of the monitored 
parameters, if its EMA value falls outside a reference interval.  

Depending on the anomalous parameter the IDS LA 
considers some of the neighbors as suspicious. After a node is 
recognized as suspicious, it is inserted into a blacklist. The 
blacklist is implemented by adding a flag column to the 
existing CTP neighbour table stored in each node.  

C.  Implementation of the IDS Central Agent 
The CA combines the alerts obtained from LAs to decide if 

they must be confirmed or discarded. The criteria behind alert 
correlation are attack specific. In the implementation of the 
IDS Central Agent we focused on a sinkhole attack. In this 
case we assume that there is an ongoing attack if the majority 
of the neighbors of a node have raised alerts for anomalous 
routing parameters, like BRVC (number of beacon packets 
received) and SND (number of beacon packets sent). 

Fig. 3 shows the dynamic of the EMA values for the 
following metrics: number of beacon packets sent (bsnd), 
number of beacon packets received (brcv), number of data 
packets sent (snd), number of forwarded packets (fwd), 
number of dropped packets (drp), number of retransmitted 
packets (rtr), number of not expected packets (alien).  

The EMAs values are monitored for an attacker (the first 
graph) and three neighbor victim nodes (graph from the 
second to the fourth). At time 25 the steady state is reached. 

At time 32 the second node shows an anomaly (it got a new 
child) and its LA raises an alert. The CA will discard such an  

 
alert since just one out of three nodes is misbehaving. At 

time 45 the malicious node launches a sinkhole attack. All the 
neighbor nodes show multiple anomalies, hence resulting in 
alerts being thrown. In this case the CA confirms the alert and 
gives evidence of an ongoing attack. 

Fig.  3: Key performance indicators 
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Fig.  5: Experimental camp
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TABLE 1  
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from 6 to 10 percent. In our solution we had a percentage of 
false positive of about 3%.  

In terms of memory usage, the size of the IDS agent of the 
hybrid system is comparable with the fingerprint of the agents 
of a fully distributed systems running TinyOS [25][26], as 
shown in Table 2. 

TABLE 2 
FINGERPRINT OF DISTRIBUTED AND HYBRID IDS AGENTS 

 
 Krontiris 

2009 
Krontiris/LIDeA Hybrid 

RAM 583 bytes 808 bytes 734 bytes 
ROM 9427 bytes 10046 bytes 3208 bytes 

VI.  CONCLUSIONS 
In this paper we presented an Intrusion Detection System 

for protecting Critical Information Infrastructures using 
Wireless Sensor Network technology.  

The proposed system relies on a hybrid detection approach 
in the sense that any node runs a detection agent which is in 
charge of identifying suspicious nodes. In order to validate the 
system an experimental campaign has been conducted, which 
demonstrated the effectiveness of the proposed approach 
against some emerging attacks to WSNs, namely sinkhole 
attacks and sleep deprivation attacks. Also importantly, results 
demonstrated that our solution satisfies the stringent 
requirements (in terms of limited availability of resources) 
which are typical of Wireless Sensor Networks. 
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